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Introduction:

Information and communication technologies have become an essential part in modern societies, it is a key factor for economic growth, human progress and social development. As the variety of telecommunication networks have facilitated access to all information and data from different forms and locations, herein lies the risk of what these networks and information can come with.

Attacks and cybercrimes spread widely and in various forms such as malware, DDOS attacks, piracy of personal data and those protected by intellectual property rights, spam e-mails sent to carry out extortion, fraud, identity theft, unauthorized access to systems, and sabotage or manipulation of systems and data. Irrespective of the motives of hackers and criminals, all these activities pose an alarming threat to institutions and individuals, and can cause a negative impact on both economy and society.

Moreover, cybercrimes have now become more organized to cause defects not only to government entities, the private sector and individuals, but their impact extends to reach nations.[footnoteRef:1] [1:    National Cyber Security Strategy for the State of Kuwait 2017-2020] 


Therefore, State of Kuwait gave The Communication and Information Technology Regulatory Authority (CITRA) Terms of reference for controlling and protecting information and data security for the State of Kuwait. Which was established in 2014 and is responsible for overseeing the telecommunications sector, monitor and protect the interests of users and service providers, and regulate the services of telecommunication networks in the country, while ensuring transparency, equality of opportunity and fair competition. Some of CITRA’s primary functions include:
 
1.	Protecting consumer affairs.
2.	Regulating services, tariffs, and rates within the information and communication technology (ICT) sector.
3.	Encouraging competition and investment in the ICT sector and preventing unfair competition.
4.	Regulating and licensing telecommunications services.[footnoteRef:2] [2:  CITRA web site  https://citra.gov.kw/sites/ar
] 


CITRA realize the necessity to safeguard our critical national infrastructure, assets and resources for the State of Kuwait, alongside the necessity to regulate communication and the exchange of information between networks, while providing continuous monitoring of the flow of information to ensure that they do not carry any threats, and are not used to damage the interests of the State, institutions or individuals.
 
However, there is still a high demand to govern these initiatives, manage cybersecurity activities, and to ensure that there is an integrated, comprehensive and resilient mechanism to manage national cybersecurity. In addition to that, there is a need for a national strategy that integrates between the efforts and initiatives of each institution, and ensures all cybersecurity risks are addressed, whether within the institutions or from the Internet gateways that connect these institutions with the external world. 
The “National Cyber Security Strategy for the State of Kuwait” is a response from Kuwaiti government due to the extent of threats and challenges of cyber risks against institutions and individuals. The Strategy serves as a road map towards strengthening information security in all different forms, and to ensure we harness all possibilities and take all effective precautions needed.[footnoteRef:3]  [3:  National Cyber Security Strategy for the State of Kuwait 2017-2020] 

The objective behind State Audit Bureau of Kuwait (SAB)'s establishment was to achieve effective control over public funds in order to protect them and guarantee their use in the most appropriate way leading to the realization of strategies and delivery of goals. This objective is accomplished through the application of the provisions stipulated in SAB’s Establishment Decree No. (30) For the year 1964 and its amendments. In effect of this law, SAB has held the duty of overseeing the collection of State revenues and the settlement of its expenses within the limits of budget allocations in addition to sustaining the adequacy of the followed systems and procedures used to safeguard public funds and prevent any misuse. SAB performs its duties on CITRA to ensure that the objectives are achieved effectively.[footnoteRef:4]  [4:  https://www.sabq8.org/sabweb/home2.aspx] 


· Definition and Importance:
According to ISACA Information Systems Security Audit (ISSA) is “an independent review and examination of system records, activities and related documents. These audits are intended to improve the level of information security, avoid improper information security designs, and optimize the efficiency of the security safeguards and security processes”.

Information Technology Audit can be defined as the process of examining the implemented measures and systems that were designed to securely protect and safeguard information utilizing various forms of technology. For example, organization’s physical, financial and computer access control procedures and systems in order to determine its level of vulnerability to attacks or intrusions from unauthorized personnel or criminals. Thus, IT security audit is considered a bit broader than cybersecurity audit.[footnoteRef:5]  [5:  Business.gmu.edu, Businessdictionary.com] 


Information technology is a strategic asset to State Audit Bureau of Kuwait (SAB) and an enabler for effective management. Hence, IT security audit is an excellent defense mechanism to protect assets and organizations from cybercrime and any other security threats.

Employing the audit of IT security is an important and essential step, because it focuses on the following:
1.	Evaluating the flow of data within SAB, which allows our auditors to provide recommendations regarding any improvements, if required.
2.	Determining if the Auditee needs to work more on its IT security controls, policies, regulations or standards. 
3.	Drawing managements’ attention to address residual risk exposure, if needed.
4.	Ensuring that management is applying the governance structures currently in place to support effective oversight of IT security.
5.	Ensuring that adequate risk-based monitoring processes are implemented.
6.	Helping the Auditee to choose the right security tools, and how to benefit from these tools.
7.	Improving IT governance.
8.	Reducing risk, improving security and reinforcing controls.

· Methodology:
This paper presents the role of Kuwaiti Audit Bureau in enhancing the auditors' ability to audit information technology in an effective manner, especially in the field of cybersecurity. These procedures were performed to reach the goal of this paper: 
1. CITRA's terms of reference are presented by reference to its website as it is the entity responsible for the security of information in Kuwait.
2. Check National Cyber Security Strategy for the State of Kuwait 2017-2020.
3. Collect data from multiple departments in SAB and for the past 5 years, Such as the number of training programs, workshops and conferences attended and the number of participants, the number of work teams in SAB which includes members from different educational backgrounds and experiences. Some are auditors who are majored in accountancy or law and some are computer engineers or programmers who have enhanced technical backgrounds, which allows them to exchange their knowledge and skills.

· IT audit in SAB:
IT audit is the process of examining and evaluating an organization's information technology infrastructure, policies and operations. Information technology audit determines whether IT controls protect corporate assets, ensure data integrity and aligns with the business' overall goals. IT auditors examine the overall business and financial controls that involve information technology systems.

· The objectives of INTOSAI in IT audit:
The Working Group on IT Audit (WGITA) was formed at the XIII INCOSAI in Berlin in 1989 to address SAI’s interests in the area of IT Audit. SAIs of 39 countries represent the Working Group, where SAB is a member. The WGITA fulfils its mission by implementing the triennial work plan, which consists of  various goals and projects. Projects are selected after reviewing the needs of SAIs and the deliverables range from best practice guides to website related information and other audit material.  It is the dedication and effort of individual SAIs that makes the WGITA work.

· What do we have in IT audit? (Our capabilities):
· IT audit division:
According to SAB hierarchy, IT audit division is located under technical support department, where auditing is divided into two practices as follows:

1. IT Pre-Audit: 
The law obliges the concerned entities not to engage in any commitment or conclude any contract until they get the approval of SAB regarding financial commitments if the value of a single tender, commitment, agreement, or contract is equal to or more than a 100,000 KD. (Around €285,000).
In this case, SAB will not give its approval until it investigates technically the subject tender, commitment, agreement, or contract and verifies that the allocations of the funds in the budget allow for engagement or conclusion, and that all procedures required have been taken into account in compliance with the established financial regulations and rules. The purpose of this type of Audit is to:
· Ensures that the disqualified vendors have been disqualified fairly and according to the Terms of the tender.
· Ensures that the winning vendor has met the government entity’s requirements.
· Verifies that the allocated funds in the budget are technically related to the engagement.
· Verifies the adherence of the contract to governmental policies and procedures.
· Reviews the contract for adequate protection of the government entity’s rights.

2. IT Post-Audits:
Post-Audits are performed after signing of a contract and usually after the contractual period. They are characterized by being a sort of an investigative work and therefor it must be noted that they are not concerned with providing recommendations and/or measuring performances. Specialized in performing contract-compliance audits related to vendor and beneficiary sides by auditing the execution of IT tender projects. Emphasize finding and reporting direct financial implications of system(s) and the surrounding operations. Other goals can be investigating fraud or misuse claims on specific systems.
Usually initiated by request of other departments that specialize in financial-audit and sometimes as a special assignment by the upper management, National Assembly or the Council of Ministers. 

IT security audits can be carried out through the following:
· Controls review.
· Audit of system development.
· Audit of IT systems.
· Forensic audit.
· Security audits.

3. Performance Audit: 
It may be described as an independent auditing process aimed at evaluating the measures instituted by management, or lack of these measures; ensuring that resources have been acquired economically and are utilized efficiently and effectively; and reporting on acquisition and use of resources to management or the relevant authority.
· CAATs:
The Interactive Data Exploration and Analytics (IDEA) is a specialized control program that comprises of ready software packages customized for auditors to be used in a considerable variety of technical environments. This software is compatible with several databases and identifies the data contained within. This software contains several features that allow the audit team to perform many data audits such as computations, reconciliation of data, statistical analysis and serialization and duplication of data.
SAB uses IDEA program as CAATs since 2006 and provide IDEA license to auditors. Moreover, SAB provides yearly training courses on IDEA for auditors. SAB IT department also provide technical support for auditors on how to use IDEA.

· Information technology department quality management system:
Since 2008, SAB IT department has established a rigid Quality Management System for addressing quality risk inherent in software development and IT Service Management and focused on continuously improving their ability to effectively identify and manage quality risks across IT Management.
The employees in the IT department are supported by well-developed and clearly defined policies and procedures to ensure the highest standards in place. These high standards are rigorously applied at the project planning stage to reduce and eliminate risk where possible.
SAB IT department used and acquired both CMMI-DEV L2 and ISO 9001 standard for this purpose. Moreover, SAB IT department employ a systematic approach to measuring performance and seeking continuous improvement across IT activities. This is all done within the context of rigorously applied Quality Management System.

· SAB’s working teams: 
According to SAB hierarchy, SAB work as teams to monitor the audited bodies (auditees), and SAB have a policy that the decision to form teams is renewed each year and each team members check the auditors for 3 to 5 years and then be repositioned to go to another executive body.
According to the law, this team consists of bachelor’s degree holders who specialize in accounting or law. But, IT audits and IT security audits are carried out as a part of financial, compliance and performance audit when requested by the audit team leader. Furthermore, IT auditors and accountant auditors would collaborate during the auditing process, if needed.
In addition, SABs conduct other teams that combines auditors, IT professionals or/and IT auditors to perform the following:  
1. Development projects teams: There are currently 12 teams including 7 teams that combine auditors, IT auditors or IT professionals to ensure the exchange of experiences to parties. Some of these teams are permanent, while others are temporary for a specified period of time until goals are achieved. 
2. Standing committees and working groups: These teams or committees continue in the same field for a long period of time as their work is continuously renewed, but the Audit Bureau periodically change the members within these committees and teams. SAB consider us one of such teams.
3. Temporary Working Teams: These teams or committees are established for a specific purpose and the work of these teams ends with the completion of the goals of establishment. An Example of such teams is the technical committee of the research competition.

· Efforts of SAB related to IT Security Audit:
SAB is exerting many efforts to develop the capabilities of auditors in the area of information technology audit. There are many examples of such efforts conducted by the Department of Training and International Relations such as the following: 
1. Training programs (Local, External).
2. Formal Meetings with other SAIs (Local, External).
3. Seminars and Conferences (Local, External).
4. Workshops (Local, External).
5. Field Visits to other SAIs.

· IT Audit Training:
The training process is one of the most vital and effective processes within SAB, which provides the employees with the needed skills and knowledge to increase their efficiency in order to achieve the strategic goals of SAB as follows:
1. Provide the new employees with the standards and regulatory requirements in order to carry out their duties accordingly. 
2. Focus on obtaining qualified instructors, which provide the needed skills and knowledge to achieve the training goals.
3. Support the continuing professional education system, to assist employees in fulfilling their responsibilities and adapting to ongoing developments in their respective field of profession.
4. Adopting a set of training programs to enhance leadership and supervisory capabilities, and thereby encourage employees to develop the efficient skill of self-training.
SAB focuses specifically on IT audit, since it is a critical part in the audit process. Therefore, SAB participates in a large number of external trainings, workshops and conferences regarding IT audit which includes IT Security. Moreover, SAB collaborates with other SAIs to conduct internal training programs for SAB auditors. In addition, SAB provides full support to employees who are earning professional certificates in the area of IT audit, such as Certified Information Systems Auditor (CISA). Currently, SAB is sending staff to obtain professional certificates, regarding cyber security. They started by sending one employee in 2018 to obtain Cyber Security Leaders Program (CISO) Course from PGI Cyber Academy. SAB will continue to send staff to obtain such certificates and may increase the number of sent staff in 2019.
Additionally, SAB has agreements with other countries such as the agreement with the State of Mongolia. Furthermore, SAB provides training courses in IT audit. During the last 5 years, 4 programs were given to 40 participants from State of Mongolia in IT audit programs.
	

Training programs in IT Audit
	2014
	2015
	2016
	2017
	2018

	
	Programs
	participants
	
Programs
	participants
	
Programs
	participants
	
Programs
	participants
	
Programs
	participants

	
	11
	97
	27
	133
	8
	74
	9
	73
	15
	141



SAB is currently seeking several agreements for the development of its employees in this regard and is also trying to start a peer review experiment. 




 Note the high number of programs and participants during the year 2015 is due to the direction of senior management in training all staff of the Office to use the tools of auditing during that year. As for the rise in 201 (add year), it is due to the second objective of the strategic plan (2016-2020) which endorse supporting and developing the institutional capacities of the Audit Bureau and the professional capabilities of its employees. The sub-goal is to enhance technical capacities within execution of the work.


	

Formal Meeting , Seminar, Conferences and workshops  related to IT audit
	2014
	2015
	2016
	2017
	2018

	
	Programs
	participants
	Programs
	participants
	Programs
	participants
	Programs
	participants
	Programs
	participants

	
	4
	7
	1
	3
	3
	8
	6
	14
	9
	28




Note the low number of programs and participants because most of these meetings are outside the country, which is highly costly Nevertheless, SAB increased the number of effective training for its employees in 2018. In addition, SAB is currently working on agreements with other advanced SAIs to train its employees locally to reduce costs and increase the number of participants.
In 2017, SAB sent two of its staff in to a field visit to another SAI to study their experience in IT Audit. In 2018, SAB sent six participants on two different visits for similar purposes. 
· How Auditors in The State Audit Bureau of Kuwait view the IT Security Audit:
According to a recent study done by SAB, auditors believe that IT Audit is essential to ensure the integrity of information systems. They also emphasize that the Audit of IT Security is equally important. As mentioned above, SAB provides its auditors with many external and internal training programs related to the Audit of IT Security. Therefore, auditors are able to employ their experiences, academic background and continuous training in the IT Security auditing process. Moreover, these combined skills and experiences have a positive impact on the audit findings which eventually helps the auditees.
[bookmark: _GoBack]
Also, the IT security Audit was employed in many auditing tasks and processes such as:
1. Auditing of the National Rationing System.
2. Auditing of the Traffic Ticketing Information System.
3. Auditing of the digital security environment of Kuwait authority for partnership projects.
4. Evaluating the efficiency of automated systems in Kuwait Fund for Arab Economic Development with an emphasize on the security of the systems.
As a result, in the end of the audit review process, auditees have taken SAB’s recommendations regarding IT Security into consideration which led to the following:
1. Auditees have taken some corrective actions regarding the findings.
2. Auditees have benefited from recommendations regarding creating and implementing new security procedures and policies.
3. Audit finding have helped in revealing some hidden risks.
4. Auditees were more encouraged to keep technology up-to-date.
5. Other corrective and preemptive actions. 

· Main challenges within the audit of IT security: 
Auditors in SAB face some issues and challenges during the auditing process. These challenges can have a negative effect on their work, as an example the following:
1. Auditees are not employing proper technologies in their work.
2. Internal Audit is ignored.
3. Employing new concepts within the audit process.
4. Auditor experience vs. rapid change of technology.
5. Lack of IT security controls.
6. Staff shortage.
7. Lack of experience.
Furthermore, technology is rapidly changing and there are several new emerging concepts such as artificial intelligence, big data analytics and blockchain. In the future, these concepts will affect the way IT Security Audit should be performed.


· How to overcome challenges related to the audit of IT security: 
There are many effective ways to overcome issues and challenges related to the IT audit and the audit of IT security. SAB is always seeking to employ the best practices when it comes to IT audit and the audit of IT security through the following:
1. Strategic plan of SAB: According to the strategic plan of SAB (2016-2020), “The enhancement of technical abilities in accomplishing assigned tasks” is one of the main strategic goals of SAI (2016-2020).
2. Auditors’ continuous training in topics related to the Audit of IT security.
3. Internal audit: The internal audit department in SAB provides a reasonable assurance regarding the efficiency of performed processes within SAB and this includes the audit of IT security.
4.  Technical support department Employs INTOSAI guidance on IT audits (WGITA – IDI Handbook on IT audit for supreme audit institutions, Cobit and others).
5.  IT audit team.
6. SAB is helping its auditors to focus on developing their technical skills and staying up-to-date on the latest technologies. 
7. Following Regular audits which also helps in improving the effectiveness of the auditor.
8. Providing auditees with workshops and training courses related to IT and IT security
9. SAB always seek to hire qualified and skilled staff including auditors.

· Conclusion:
 The importance of the audit of IT Security to SAB was explained in this paper. Also, this paper has described the role of The State Audit Bureau of Kuwait (SAB) in employing and promoting the audit of IT Security. It mentioned how Auditors in SAB view the Audit of IT Security. Moreover, it explained the main challenges our auditors face during the Audit of IT security and how to overcome them.

As a result, this paper showed how the efforts of SAB in employing the Audit of IT Security have helped in the improvement of audit findings, auditors’ skills, auditing processes and auditees’ awareness.
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